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Abstract
Encrypted AI using fully homomorphic encryption (FHE)
enables inference directly over encrypted queries, provid-
ing strong privacy guarantees. However, its computational
and memory overheads have limited practical deployment.
Custom FHE accelerators improve performance, but rely on
advanced manufacturing technologies that limit their acces-
sibility. GPUs offer a more widely available alternative, yet
achieving ASIC-class performance on GPUs is challenging.
Large models such as LLMs compound these challenges by
requiring optimized kernels, terabyte-scale memory man-
agement, and efficient execution across multiple devices.
We present Cerium, a multi-GPU framework for large-

scale FHE inference. Cerium combines a domain-specific
language, an optimizing compiler, and a runtime system to
automatically generate optimized GPU kernels, compress
plaintext data, manage terabyte-scale memory footprints,
and optimize multi-GPU communication.

Implemented onNVIDIAGPUs, Cerium outperforms expert-
written GPU libraries by up to 2.25× and achieves perfor-
mance competitive with state-of-the-art FHE ASICs, match-
ing the CraterLake ASIC. It is the first GPU system to execute
CKKS bootstrapping in under 10 milliseconds, achieving 7.5
milliseconds, and is the first to demonstrate encrypted infer-
ence for BERT-Base and Llama3-8B prefill in 8 seconds and 43
seconds, respectively. The Cerium framework is open-source
and available at https://github.com/CMU-CAOS/Cerium
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1 Introduction
Fully homomorphic encryption (FHE) enables computing
directly on encrypted data, providing strong privacy guaran-
tees for applications such as financial services and healthcare.
In this paradigm, data remains encrypted throughout the
computation and only the data owner can decrypt the re-
sults. FHE’s confidentiality is mathematical and does not
require trust in the hardware, software or any non-collusion
assumptions. These properties make FHE attractive for se-
cure inference, enabling users to perform AI inference over
encrypted inputs on cloud-hosted models.

Unfortunately, the adoption of FHE in real-world applica-
tions has been limited by its massive performance overhead
on high-end CPUs. To address this, prior efforts [28, 32, 44]
proposed ASICs to accelerate FHE. However, they require
cutting-edge technologies (e.g., high-end nodes, CoWoS [46],
HBM) and entail high fabrication costs, making them cur-
rently impractical for widespread production and deploy-
ment. Given these constraints, datacenter GPUs emerge as
a practical and accessible alternative to FHE ASICs. FHE
programs are fundamentally dense vector computation and
GPUs mirror several features required for FHE like massive
parallelism, large on-chip caches, and high-bandwidth mem-
ory. However, attaining ASIC-like performance using GPUs
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has remained elusive. As we will show in this paper, this is
not because the hardware is inadequate, but because attain-
ing ASIC-like performance requires a tightly integrated soft-
ware stack that reasons holistically about FHE computation
— creating optimized kernels, managing terabyte-scale mem-
ory and coordinating multi-GPU communication in ways
that library-based approaches cannot achieve.

Prior works [3, 15, 16, 19, 21, 29, 30, 49] build GPU libraries
for FHE that focus on kernels for low-level FHE primitives,
however, they leave a substantial amount of performance
untapped as FHE primitives map to very short-running ker-
nels (5–10 us), leading to high kernel launch overheads and
underutilizing hardware resources. State-of-the-art libraries
like Cheddar [15] demonstrate significantly better speedups
for small FHE workloads such as ResNet-20 by manually
implementing kernel fusion for a limited set of FHE primi-
tives. In general, achieving fast performance requires highly
optimized kernels. However, manual optimization becomes
tedious since every new application requires specialized op-
timizations across thousands of operations; and in practice,
such difficulty leads to missed opportunities for optimization.
Large models such as BERT-Base and Llama3-8B exacerbate
the problem as they require optimized FHE kernels for oper-
ators such as attention, softmax, GELU, square roots, which
are far more sophisticated than the univariate polynomi-
als supported by prior works [15]. Consequently, achieving
high-performance encrypted inference at scale requires a
general, automated mechanism to generate optimized GPU
kernels for arbitrary FHE programs.

Beyond kernel-level optimizations, memory management
emerges as a central and unaddressed challenge. Existing
GPU FHEwork sidestep this issue as they focus on small mod-
els that fit entirely within a single GPU’s memory. However,
large FHE workloads like BERT-Base and Llama3-8B infer-
ence impose extreme memory pressure from three sources:
(i) large encoded model weights, (ii) massive intermediate ci-
phertexts, and (iii) substantial evaluation-key sets. Together,
they create enormous capacity requirements and heavy al-
location overheads, quickly exhausting GPU and even host
memory. Addressing this challenge fundamentally requires
accounting formemory capacity, performing aggressivemem-
ory reuse, and host–device orchestration.

Finally, performance is fundamentally constrained by the
limits of a single device. Closing the gap between FHE ASICs
and GPUs ultimately requires multi-GPU scaling. This ap-
proach demands tightly coordinated execution, and efficient
cross-GPU communication—capabilities absent from exist-
ing library-based efforts but essential for scaling FHE per-
formance beyond the limits of a single device.

To address these challenges, this paper presents Cerium—
a multi-GPU framework for terabyte-scale FHE workloads.
Cerium consists of three integrated components: a domain-
specific language, a compiler, and a runtime system. These
components work synergistically to automatically generate

optimized GPU kernels, manage memory for terabyte-scale
workloads, and parallelize programs across multiple GPUs.
Through this end-to-end design, Cerium enables running
small and large FHE workloads with a performance that
matches FHE ASICs for the first time.

To automatically generate optimized kernels, our insight
is that FHE primitives map to a small set of well-structured
kernels. This enables defining rule-based checks on the va-
lidity of fusing kernels which can be iteratively applied to
the computation graph of the entire program. To accomplish
this, Cerium introduces an IR, compiler passes, and heuristics
to compile FHE circuit representations to high-performance
GPU kernels, thus eliminating the need to painstakingly
hand-optimize application-specific kernel implementations.
To address the memory capacity challenge, our primary

insight is to take advantage of a symmetry in the algebraic
structure of the FHE encoding algorithm to introduce an en-
coding that enables the compiler to implement 100× lossless
memory compression. Additionally, we design a memory lay-
out based on the heterogeneous nature of memory accesses
in FHE to enable efficient host-device memory orchestration.
Finally, Cerium bridges the performance gap between

GPUs and FHE ASICs by parallelizing FHE programs across
multiple GPUs using compiler passes to reduce expensive
inter-GPU communication operations, along with schedul-
ing to overlap computation and communication.
We implement Cerium on NVIDIA GPUs and evaluate it

on encrypted inference workloads of varying sizes. For small
models, Cerium outperforms prior expert-written hand op-
timized GPU libraries by 1.25× on a single GPU and 2.25×
with multi-GPU scaling. More importantly, Cerium’s perfor-
mance is competitive with recent state-of-the-art FHE ASICs,
matching CraterLake [44], coming within 2.3× of ARK [32]
and 4.4× of the multi-ASIC Cinnamon [28]. Cerium is the
first to break the 10 ms barrier for a CKKS bootstrapping im-
plementation, achieving 7.5 ms with off-the-shelf hardware.
For large models, Cerium reduces memory capacity require-
ments by 100× and outperforms prior state-of-the-art GPU
FHE BERT-Base inference [38] by 9.12× and demonstrates
the first FHE Llama3-8B prefill with a 43-second TTFT.

Overall, Cerium makes the following contributions:
• An end-to-end multi-GPU framework for large-scale FHE
machine learning inference

• ADSL and compiler for automatic generation of optimized
GPU kernels for FHE programs

• A plaintext encoding that reduces memory capacity re-
quirements for large models by over 100× by exploiting
algebraic structure

• Compiler optimizations to reduce inter-GPU traffic by 44%
• A runtime system for kernel scheduling and memory man-
agement for efficient multi-GPU FHE orchestration
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• An evaluation of the framework on small and large FHE
workloads demonstrating that current GPUs can getwithin
4.4× the performance of state-of-the-art FHE ASICs

• The first to perform BERT-Base inference in 8.8 seconds
and Llama3-8B prefill in 43 seconds, respectively

• Open Source: The Cerium framework is available at
https://github.com/CMU-CAOS/Cerium

2 Background
In this section, we provide background on the threat model
and FHE computation for encryptedAI inference using CKKS [13],
a popular FHE scheme for computing on real-valued data.

2.1 Threat Model
We assume a threat model similar to that of prior two-party
encrypted inference work [24, 36, 38, 50]. In this model, there
are two parties: a user and a model service provider. We as-
sume that the two parties are honest-but-curious. A user
encrypts a query and sends the resulting ciphertexts to a
server for inference. The server holds the model weights
in plaintext and evaluates the model over the encrypted
query. The user’s query, and all values derived from it, re-
ceives cryptographic confidentiality without requiring trust
in server-side hardware or software. We assume that the
model architecture is public. Consequently, information ex-
posed by the execution pattern, including the input size,
number of generated tokens, identity or architecture of the
queried model, and other metadata inferable from the size
or structure of the computation, is outside the scope of our
threat model. Furthermore, as the client receives outputs of
the model inference, attacks such as model stealing are out
of scope. Finally, FHE provides confidentiality but does not,
by itself, guarantee the integrity or verifiability of the com-
putation. Protecting against a malicious server that returns
incorrect results is therefore also outside the scope.

2.2 CKKS Background
Figure 1 depicts the encryption steps in CKKS [13], an FHE
scheme for encrypted computing on real values.

20
7
50
	…

50
27
15
	…

72
8
42
	…

0.1

4.1

-18.7

…
𝑝(𝑥) (c! 𝑥 , 𝑐"(𝑥))

Plaintext 
Vector

Plaintext 
Polynomial

Slot

Ciphertext
Polynomials

32	𝑥!
46	𝑥"
12	𝑥#
…

356784	𝑥!
393032	𝑥"
490877	𝑥#

…
Encode Encrypt RNS

20
	7
50
	…

50
27
15
	…

72
8
42
	…

Ciphertext
Limbs

Limb

A

B

C

E

FD

Figure 1. Encoding and Encrypting Values in RNS-CKKS

Slots, Encoding and Encryption.CKKS operates overmod-
ular polynomial rings, enabling batching vectors of real val-
ues A into a single plaintext or ciphertext. Each entry in this

vector is referred to as a slot B . Encoding converts this vec-
tor into a plaintext polynomial C and encryption converts
it to a ciphertext D , which is a pair of modular polynomials.
Homomorphic Operations. CKKS supports three prim-
itive homomorphic operations: (i) addition, (ii) multiplica-
tion, and (iii) cyclic rotation, that operate slotwise on the
encrypted plaintext vector. All higher-level computation is
expressed as circuits composed of these primitives. This re-
strictive model has twomajor implications for MLworkloads.
First, CKKS cannot natively express any nonlinear function.
Therefore nonlinearities like division, ReLU, max, softmax,
SiLU, etc., require the use of polynomial approximations
whose degree and precision must be tailored to model accu-
racy requirements. Furthermore, CKKS lacks a direct index-
ing operator for accessing individual slots and thus cannot
natively support tensor operations. Instead, tensor values
have to be “packed” into slots and operations implemented
using combinations of cyclic rotations, multiplications, and
additions. This makes circuit implementations of tensor oper-
ations sensitive to factors like layer dimensions, convolution
strides, batch sizes, token counts etc. As a result, FHE cir-
cuits for ML models lack generality and are tightly coupled
to specific parameters making it hard to hand craft optimized
implementations for all these cases.
RNS and Limbs. Polynomial coefficients E are very large
integers, often thousands of bits. Performing modular arith-
metic directly on such values is inefficient. In practice, the
ciphertext modulus is chosen as the product of a set of ma-
chine word-sized primes and the Residue Number System
(RNS) [5] is used to decompose modular arithmetic over this
large modulus into modular arithmetic over its prime factors,
which form the RNS basis. Limbs F refer to the modular
residues of a polynomial over the RNS basis. Operations over
limbs are the building blocks of practical CKKS implementa-
tions, and as most limb operations are data parallel in nature,
RNS-CKKS becomes suitable for GPU acceleration.
NTT. The Number Theoretic Transform (NTT) is the analog
of the Fast Fourier Transform (FFT) in a prime number field.
Similar to FFT, NTT performs a convolution to speed up
modular limb polynomial multiplication by transforming it
from the coefficient domain to the evaluation domain. The
inverse NTT (INTT) reverses this transformation. By default,
all limbs can be assumed to be in the evaluation domain.
Bootstrapping. Every ciphertext has an intrinsic finite mul-
tiplicative budget that limits operations. Bootstrapping is an
expensive ciphertext maintenance operation that refreshes
themultiplicative budget of a ciphertext, enabling unbounded
computation. Since bootstrapping is fundamental to all FHE
computation, it is vital that it runs as fast as possible.
Evaluation Keys. Evaluation keys (evalkeys) are auxiliary
data required by the keyswitching ciphertext maintenance
operation. The total size of all evaluation keys in ML work-
loads is typically on the order of 10–50 GB.
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3 Motivation
In this section, we motivate the need for a holistic compiler
and runtime-based approach for FHE programming on GPUs
by outlining four critical, intertwined challenges that manual
or library-based methods cannot adequately solve.

3.1 Optimized Kernels are Application Specific
FHE programs are expressed as circuits of homomorphic op-
erations over ciphertexts. While this abstraction is meaning-
ful for reasoning about the program, it is not the appropriate
granularity for an optimized GPU implementation as FHE
primitives map to short-running kernels (5-10 us) and thus
severely under-utilize the GPU due to limited parallelism for
latency hiding, excessive inter-kernel data communication
and, kernel launching overheads.

Achieving high performance requires combining multiple
operations into larger “fused” kernels to reduce memory
transfers and better utilize GPU hardware [15]. However, this
process is extremely tedious and requires deep expertise in
both GPU and FHE programming. Fundamentally, the fusion
implementation is a function of the computation graph of
kernels and extensive fusion results in the fused kernels
becoming application-specific, and thus has to be repeated
for every new application.
Cheddar [15] manually developed a limited set of fused

kernel for patterns that are mostly tailored to small work-
loads. For instance, Cheddar has limited support for fusion
within a univariate polynomial and lacks support for fusion
across multiple polynomials. Large workloads like BERT-
Base and Llama3-8B contain operations like ciphertext - ci-
phertext Matmul, softmax, square root, GELU that are far
more complex and not supported by Cheddar. While the
complexity opens the door to more fusion opportunities; it
also makes manual fusion difficult to perform.

Resolving this problem requires a compiler that can auto-
matically generate optimized kernels from FHE circuit speci-
fications, performing domain-specific optimizations and fu-
sion while also enabling generality across applications.

3.2 Encrypted AI Dramatically Stresses Memory
Capacity and Management

FHE dramatically increases memory requirements, making
memory management a first-order concern. Repeated run-
time allocation and deallocation can introduce overheads of
up to 100%, degrading performance even for small workloads.
Memory capacity is an additional challenge for encrypted
AI because model weights must be packed into plaintext
polynomials and represented in RNS form, resulting in a
multiplicative increase in their memory footprint.

Figure 2 shows the memory capacity requirements of en-
crypted inference for models of varying sizes. Even smaller
models like ResNet-50 and MobileNet have memory foot-
prints exceeding several hundreds of gigabytes [37], much
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Figure 2. FHE Memory Footprint vs Model Parameters

larger than what can fit in a GPU’s memory. Encrypted
LLM inference like BERT-Base or Llama3-8B requires ter-
abytes of memory and becomes far too large to fit in GPU
memories and even host main memories. BERT-Base, for in-
stance, needs 1.5 TB of memory, and Llama3-8B requires
112 TB. Beyond inputs, encrypted LLMs further contain
large amounts of intermediate ciphertext values that fur-
ther stress the memory capacity on the GPU. Previous GPU-
FHE works [15, 19, 29, 30] focus on small models such as
ResNet-20 and therefore avoid memory capacity challenges,
or estimate end-to-end inference runtime by adding the run-
time of each component [38, 50].
Efficient execution, therefore, requires memory manage-

ment and orchestration of data movement between the host
and GPUs. These requirements are well-suited to a compiler
and runtime system that can perform memory management
tasks such as liveness analysis, reuse memory buffers, and
orchestrate data movement between host and GPUs.

3.3 Kernel Launch Overheads are Significant
FHE programs, even when driven by aggressively hand-
optimized kernels, still suffer from substantial performance
overheads rooted in kernel launch latency from online host
to device interaction. Addressing these overheads requires
asynchronous programming techniques that specify the com-
putation as a graph of kernels that can be launched on the
GPU in a single operation. However, manually creating such
graphs, e.g., through CudaGraphs, is difficult because it re-
quires precise tracking of kernel boundaries, memory life-
times, and aliasing to avoid data races. As a result, this be-
comes a dynamic and cross-cutting task that is best handled
by a compiler that can analyze dependencies among kernels
to generate correct, modular, and reusable execution graphs.

3.4 Multi-GPU FHE Requires Fine-Grained
Scheduling and Optimization

Parallelizing FHE programs across multiple GPUs can close
the performance gap with ASICs. However, this is difficult
as parallelism techniques like limb- and program-level par-
allelism [28] require minimizing costly inter-GPU commu-
nication, reordering and batching of communication oper-
ations, fine-grained scheduling to overlap communication
with compute, and runtime management of CUDA streams
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and memory buffers to yield meaningful speedups. These
tasks mandate a compiler and a runtime system that can
orchestrate parallel FHE execution across-GPUs.

4 Design
Cerium is a multi-GPU framework for encrypted AI based
on CKKS-FHE which supports the encryption of real values.
The Cerium framework consists of three components: (i) a
Domain-Specific Language (DSL), (ii) an optimizing compiler,
and (iii) a runtime system.

Cerium’s design philosophy is to separate application logic
from system-level concerns, allowing FHE programmers to
express computations without manually constructing high-
performance GPU implementations. The framework auto-
matically generates optimized GPU kernels, manages mem-
ory for terabyte-scale encrypted workloads such as Llama3-
8B, and parallelizes FHE programs across multiple GPUs to
narrow the performance gap with FHE ASICs.
Figure 3 presents a high-level view of the Cerium work-

flow. Programs are written using Cerium’s Python embedded
DSL, after which the compiler lowers them to polynomial
and then limb level intermediate representations, applying
optimizations at each stage. The compiler then groups limb-
level IR operations into fused limb IR instructions, which are
passed to the kernel code generator to produce optimized
GPU kernels. Next, the compiler constructs a kernel and
memory schedule that encodes data dependencies, kernel
ordering, and memory allocations. The fused kernel code is
compiled into a shared library and, together with the kernel
and memory schedule, is provided to the Cerium runtime.
The runtime initializes the program, launches kernels ac-
cording to the schedule, manages host and GPU memory,
and orchestrates inter-GPU communication. The following
sections provide details on Cerium’s design, outlining ar-
chitectural choices, challenges encountered, and technical
mechanisms developed to resolve them.

4.1 Domain-Specific Language
The Cerium DSL is a lightweight Python-embedded DSL
that enables developers to express computations at the FHE
circuit level, without dealing with low-level C++ or CUDA
code. It supports static type checking to reduce program-
ming errors and modular program decomposition through
the CeriumFunction construct. Figure 4 shows an exam-
ple implementing matrix multiplication using the Baby-Step
Giant-Step [11] algorithm in the DSL. The language allows

CeriumFunction(name=“matmul”,gpus=4):
x = CiphertextArg(name=“x”,level=20,scale=40)
babySteps, giantSteps = [0..16], [16,32..256]
mat = getBabyStepGiantStepPlaintexts(“W”,x.level(),

scale=40,babySteps,giantSteps,period=256)
prod = BabyStepGiantStep(x,mat,babySteps,giantSteps)
prod = prod.doubleRescale()
FunctionOutput(prod)

CeriumFunction(name=“main”,gpus=4):
x = CiphertextInput(name=“x”,level=20,scale=40)
A = CeriumFunctionCall(“matmul”,x,plaintexts=“Wa”)
B = CeriumFunctionCall(“matmul”,x,plaintexts=“Wb”)

Figure 4. A Code Sample with the Cerium DSL.

declaring plaintext types with a period argument, which
the compiler uses to implement the plaintext compression
technique that will be introduced in Section 4.5. It supports
multi-GPU parallelization using the limb and program paral-
lelism techniques from Cinnamon [28]. Crucially, the DSL
hides system-level details such as memory management,
threading, kernel scheduling, and cross-GPU communica-
tion, delegating them to the compiler and runtime.

4.2 Polynomial and Limb IR Lowering
The Cerium compiler lowers programs in the DSL first to a
polynomial-level IR and then to a limb-level IR, performing
optimizations at each stage. The polynomial level IR is an
extension of the IR in [28]. Here, we make use of optimiza-
tions from prior work like hoisting [26], double-hoisting [7],
mod down merging [2], double rescale [31], limb-level paral-
lelism [28]. After optimization, the representation is input
to the limb IR fusion passes that group instructions together
for eventual kernel creation.

4.3 Limb IR Fusion

The primary optimization for achieving high-performance
FHE execution on GPUs is kernel fusion [19, 21, 30]. Prior
works perform this process manually, in an ad hoc manner.
In contrast, Cerium fully automates kernel fusion, enabling
the systematic generation of high performance GPU kernels
directly from FHE circuits.
The challenge in designing an automated kernel fusion

technique lies in efficiently reasoning about the correctness
and performance of the fused kernels. Considering perfor-
mance is necessary, as kernel fusion is not universally ben-
eficial. For example, kernel fusion stresses resources like
register files and shared memory, and excessive fusion can
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lead to poor performance. In general, automatically reason-
ing about kernel fusion is difficult as the search space and
possibilities are very large.
To simplify the search space and enable efficient reason-

ing, our insight is to automate fusion at the limb level. Limbs
are well suited for this task because limb operations (i) con-
stitute the atomic building blocks of RNS-CKKS computation
and (ii) can be partitioned into a small set of classes that map
to fundamentally different kernel structures, which are not
amenable to cross-class fusion. Since the set of limb opera-
tions and classes is small, the combinatorial possibilities of
interactions between them is limited and can be explored
using a rule-based approach over the limb operations.
Cerium introduces Limb IR, an intermediate representa-

tion that captures fundamental limb-level operations and
abstracts their kernel implementations. Limb IR instructions
consist of an opcode, RNS Base ID, and destination and source
operands. They provide a compact abstraction of the under-
lying kernels, allowing the compiler to efficiently reason
about correctness, dependencies, and resource utilization.
Cerium’s kernel fusion is split into two passes. Cerium

begins by performing horizontal fusion, i.e., fusion of data-
independent limb IR operations into the same kernel. Hori-
zontally fused instructions run in separate thread blocks of
the materialized kernel. The primary benefit of this fusion
is that it allows for submitting larger amounts of work to
the GPU, increasing utilization and amortizing launch over-
heads. 1 in Figure 5 depicts an example of horizontal fusion.
It shows a DAG of unfused limb IR instructions. For brevity,
we omit showing the source and destination operands as they
can be inferred from graph edges. The digits indicate the
RNS Base IDs of the limb IR instruction. For example, NTT4
indicates an NTT operation modulo the RNS prime at index
4. The gray boxes represent other limb IR instructions in
the graph and are presented here to highlight dependencies
between instructions.
The Cerium compiler iterates over the DAG of limb IR

instructions, greedily checking for eligible horizontal fusion
candidates in a pairwise manner. Limb IR instructions can be
horizontally fused if they have the same opcode. For example,
NTT instructions C and D can be fused together. However,

fusion is disallowed if it results in a cycle in the graph. Thus,
NTT instruction A cannot be fused with instruction C as
fusion would create a cyclical dependency on B . Horizontal
fusion across different opcodes is disallowed as it would cre-
ate control flow divergence in the generated GPU code. Limb
IR instructions are annotated with opcode relevant metadata
like level, base conversion input and output dimensions, mod
down factors. Cerium employs rules to ensure that the meta-
data factors of the two limb IR instructions that are fused
with each other are the same.

Following horizontal fusion, Cerium performs vertical
fusion greedily. Vertical fusion combines instructions that
contain data dependencies within the same thread, and thus
improves performance by using registers to communicate
data rather than expensive global memory. Vertical fusion
requires checking for cyclical dependencies, Base ID align-
ment, and cross thread block data dependencies, as sharing
data across thread blocks is unsafe. The Cerium compiler
reasons about cross-block dependencies using the compati-
bility of opcodes and operand sources. 2 in Figure 5 depicts
an example of vertical fusion. Here, the (horizontally fused)
rotate and add instructions are valid vertical fusion candi-
dates as they have compatible opcodes and aligned RNS base
IDs. However, the subtract instruction cannot be vertically
fused with them, as this would result in both the source and
destination operands of the rotate instruction residing in
the same kernel, leading to unsafe cross-thread block com-
munication from the permutation of values in the rotate
instruction. For simplicity, Cerium limits vertical fusion to
elementwise operations.
Compilation efficiency requires efficiently determining

whether fusion will create cyclical dependencies. To do so,
Cerium stores the parents and children of each limb IR in-
struction in the graph and checks whether the intersection
between the parents of one instruction and the children
of the other is empty, as a non-empty set implies a cycle.
Furthermore, to keep the DAG size small, Cerium performs
fusion within individual CeriumFunctions defined in the
DSL program. However, if a function’s limb IR DAG is too
large, the compiler partitions it into smaller sub-DAGs and
performs fusion independently within each. The sub-DAG
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size is a configurable parameter that controls the trade-off be-
tween optimization aggressiveness and compilation latency.
We experimentally pick the default sub-DAG size.

As we show in Sections 6.4 and 6.5, Cerium can compile
large programs in a few minutes and its kernel fusion re-
sults in an average 2.87× performance improvement over an
unfused, direct polynomial to kernel baseline and a 1.21×
improvement over Cheddar [15].

4.4 Kernel Code Generation
After the limb IR fusion pass, the Cerium code generator
lowers the abstract fused limb IR representation of the ker-
nels into kernel code, as shown by 3 in Figure 5. E depicts
the format of a limb IR instruction consisting of an opcode,
RNS base ID, and destination and source operands. F shows
a horizontally and vertically fused limb IR instruction. G
depicts the generated kernel (pseudo) code for F . Here, y
and i correspond to the index of horizontal fusion and index
within the limb vector, respectively. We describe two heuris-
tics used in Cerium’s code generator to improve efficiency
of generated kernels.

4.4.1 Load Reuse. As Elementwise kernels are bandwidth
bound, we generate code that optimizes for reuse of val-
ues. When a value is a common input to different horizon-
tally fused limb IR instructions with the same RNS base, the
Cerium code generator will downgrade the horizontal fusion
and place the values in the same thread. This reduces the
overall bandwidth consumption, even though it comes at the
cost of other factors — occupancy, latency, and parallelism.

4.4.2 Kernel Splitting. Unrestricted, vertically fused ker-
nels can span thousands of instructions, significantly increas-
ing the number of operands. This places pressure on the
register file and may cause costly spills. For example, large
matrix multiplication kernels contain thousands of plain-
text–ciphertext multiply–accumulate operations. Figure 6
shows how the performance of ciphertext–plaintext matrix
multiplication varies with the extent of vertical fusion, con-
trolled by a threshold parameter which is a weighted sum of
the count of the limb IR instructions in the kernel. Initially,
increasing fusion provides substantial performance gains.
However, the benefits eventually plateau as fusing large ker-
nels yield diminishing returns. Beyond a point, excessive
fusion increases register pressure, leading to expensive spills
and steep performance degradation. For instance, a parame-
ter value of 2K results in an aggregate of 70 KB of spills per
thread across all kernels, causing a 2× performance drop. To
avoid this pitfall, Cerium enforces a threshold on kernel size
and splits kernels that exceed this limit into smaller kernels.

Similarly, excessive horizontal fusion stresses memory ca-
pacity and bandwidth as memory locations cannot be reused
across thread blocks. Cerium estimates the number of mem-
ory locations required by a kernel and splits large horizon-
tally fused kernels when required.
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Figure 6. Speedup vs Vertical Fusion Threshold for a 128 ×
4096 Ciphertext Matrix with a 4096 × 1024 Plaintext Matrix.
Labels indicate aggregate kilobytes spilled per thread

4.5 Plaintext Compressed Encoding

As discussed in Section 3.2, FHE substantially increases
memory requirements. This overhead is amplified by com-
mon packing schemes that repeat matrix values within plain-
text vectors to reduce rotation costs [10, 11]. The result-
ing repetition increases both the number and total size of
the required plaintexts. This is particularly problematic for
encrypted inference with models such as BERT-Base and
Llama3-8B, whose large weight matrices produce plaintext
storage footprints of up to 100× their original size: 1.5 TB
for BERT-Base and 112 TB for Llama3-8B.
To conserve memory, we introduce a compression tech-

nique that exploits the algebraic interaction between power-
of-2 periodicity and the CKKS encoding algorithm to re-
duce the memory capacity required for plaintexts. The CKKS
encoding algorithm first converts a plaintext vector in the
time domain to a polynomial in the frequency domain by
performing an inverse FFT. As a periodic vector has fewer
independent frequencies, the resulting polynomial is sparse.
When this sparse polynomial is transformed back to the (bit-
reversed) NTT representation, it results in contiguous, re-
peated values. This contiguous repetition can be compressed
by storing only distinct elements and tracking their origi-
nal indices. An example is shown in Figure 7. Theorem 1
formally states this property. A full proof, along with con-
structions of ciphertext addition, multiplication, and matrix
multiplication is available in Appendix A.

𝑎!𝑥! + 𝑎"𝑥" + 𝑎#𝑥# + 𝑎$%𝑥$%

Plaintext vector with 
period = 2

Inverse FFT
Sparse Polynomial

NTT NTT form has 
repeated values

Compress
Plaintext Compressed Encoding

Figure 7. Plaintext Compressed Encoding

Theorem 1. Let 𝑃 be an 𝑀-slot vector of period 𝑇 , where
𝑇 < 𝑀 are powers of two. Under the permutation 𝑘 (𝑖) =
(5𝑖 mod 4𝑀 )−1

4 , conjugate extension, IFFT, NTT, and bit-reversal,
the resulting NTT representation, 𝑃𝑛𝑡𝑡 has a contiguous layout
with at most 2𝑇 distinct elements.
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The Cerium DSL supports declaring plaintext inputs with
a power of 2 period argument. The compiler represents
them in the compressed plaintext encoding and performs the
necessary indexing transformations when generating code.
As Section 6.5.4 will show, this optimization yields dramatic
memory savings of more than 100×, enabling running LLMs
like BERT-Base and Llama3-8B in FHE. Therefore, efficiently
implementing large models in FHE requires creating pack-
ing strategies where the period is a power of two, enabling
use of Cerium’s compressed plaintext encoding for memory
compression and performance.

4.6 Kernel and Memory Schedule Creation
To assemble the generated kernels into an executable pro-
gram, the Cerium compiler constructs a kernel and memory
schedule. This schedule contains information on the input
and output operands and auxiliary data for each fused ker-
nel. It also contains data dependencies between kernels and
serves as the execution plan for the Cerium runtime, which
orchestrates kernel launches and manages data flow.
When creating the execution plan, intermediate cipher-

text values are a significant source of memory pressure, as
the total sizes of operands can exceed hundreds of GB. To
address this, Cerium reuses memory locations, and performs
operations in-place, conserving valuable GPU memory and
eliminating costly memory management. The challenge here
is to reason about the correctness of the reuse and prevent
data races; Cerium does so by efficiently reasoning about
kernel data access patterns using the fused limb IR represen-
tation of the kernels. Fused limb IR instructions begin in the
static single assignment form and are topologically ordered.
The compiler determines the lifetime of values and assigns
address locations. If the compiler determines that a value dies
in a kernel, it attempts to recycle its location. For safe reuse,
the compiler only reuses memory locations within a kernel
if it can ensure that the dead value is read by only one thread
in the kernel. This enables the compiler to reuse its address
for a subsequent write in the same thread. This is valid as
instructions within a thread are always executed in order.
Rotation operands are restricted from being reused within
the same kernel as thread ordering across blocks is not deter-
ministic. Dead locations can be safely recycled across kernel
boundaries as all reads are guaranteed to have completed
before subsequent writes in the next kernel.

A second challenge is that FHE workloads exhibit hetero-
geneous data lifetimes. Some data persists across programs,
while others change frequently. For example, evaluation keys
(evalkeys) remain constant during a single inference session
but differ across sessions with new keys. Plaintext weight ma-
trices, on the other hand, are reused across inferences within
the same layer but differ between layers, whereas other plain-
texts, such as bootstrapping matrices or masks, are shared
across both layers and inferences. Managing these distinct

lifetimes efficiently requires a carefully designed memory
layout and swapping strategy.
To handle these heterogeneous workload lifetimes, the

Cerium compiler uses information about the type of val-
ues to create a memory layout that organizes GPU mem-
ory into dedicated memory regions for different data cat-
egories: plaintext weights, evalkeys, plaintexts, ciphertext
inputs, and intermediate ciphertext values. Each pool is stati-
cally allocated and managed independently, allowing values
to be updated or swapped simply by adjusting the pointer
to the corresponding memory pool. This design simplifies
data reuse across program executions. We revisit this de-
sign in Section 4.8 and show how it plays a crucial role in
enabling memory and kernel scheduling optimizations that
are performed by the Cerium runtime. These optimizations
conserve valuable GPU memory and enable efficient host-
to-GPU data movement for workloads like Llama3-8B that
require more memory than is available on the GPU.

4.7 Multi-GPU Parallelization

As FHE programs are limited by memory capacity, band-
width, and SM count, parallelizing execution across multiple
GPUs can improve performance by increasing aggregate
resources. The main challenge, however, lies in inter-GPU
communication overhead. Specifically, each communication
operation requires synchronization across GPUs and typi-
cally lasts several microseconds, significantly impacting end-
to-end performance. To optimize FHE programs for multi-
GPU execution, Cerium implements parallelization with two
objectives: (i) minimizing inter-GPU communication and, (ii)
scheduling communication operations to avoid idling and
overlap them with computation.
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Figure 8. Merge aggregate scatter and all reduce across
output aggregation and input broadcast keyswitches

4.7.1 Minimizing Inter-GPU Communication. Cinna-
mon [28] identifies limb- and program-level parallelism in
FHE and proposes two key-switching schemes: input broad-
cast key-switching (IBKS) and output aggregation key- switch-
ing (OAKS), eachwith distinct communication patterns. Cerium
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builds on this by introducing compiler optimizations to fur-
ther reduce communication overhead.
IBKS broadcasts the limbs to all chips via an all-gather

operation (AG) at the beginning, while OAKS performs an
aggregate-and-scatter (AS) at the end. When the output of
OAKS serves as an input to an IBKS, Cerium fuses these steps
into a single all-reduce by reordering operations, eliminating
redundant scatter/gather phases.
Figure 8 depicts this optimization. 1 shows the AS-step

of an OAKS, followed by an IBKS on a 2 limb polynomial.
As gather is only a data movement operation, the sequence:
AS→ INTT→ AG can be reordered as AS→ AG→ INTT
as shown in 2 . Finally, as the scatter and gather operations
cancel each other out, the communication operations can
be simplified to a single all reduce ( 3 ). This transformation
trades minor extra computation for significantly reduced
communication and is commonly found as a result of succes-
sive matrix multiplication operations as is in bootstrapping.

Additionally, Cerium removes redundant broadcasts by re-
placing multiple broadcast-then-accumulate sequences with
a single aggregate-scatter, reducing communication calls and
synchronization.

4.7.2 Scheduling Computation and Communication.
To further hide communication latency, Cerium incorporates
compiler transformations that reorder communication oper-
ations to occur as early as possible, allowing data transfers to
proceed concurrently with downstream computation. Addi-
tionally, Cerium partitions long communication operations
into smaller segments, enabling finer-grained interleaving
of compute and communication, thereby preventing com-
putation from waiting for a long-running communication
operation to complete. At runtime, communication opera-
tions are dispatched to dedicated CUDA streams, distinct
from those used for computation, allowing both phases to
progress simultaneously. This overlap strategy hides commu-
nication latency and ensures that available GPU resources
remain fully utilized.

4.8 Cerium Runtime
The kernels generated in Section 4.4 are compiled into a
shared library and together with the kernel and the memory
schedule from Section 4.6 are input to the Cerium runtime,
which manages program execution. It initializes the program,
links all compiled CeriumFunctions together, sets up inputs,
allocates and manages memory, and handles kernel launch-
ing. In this section, we describe some of the key features of
the Cerium runtime.

4.8.1 Memory Pool Reuse. For large programs, the inter-
mediate values of each function consume several GB of valu-
able GPU memory. Allocating separate intermediate value
memory pools for every function would waste dozens of
GB of valuable GPU memory. Therefore, to conserve GPU
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Figure 9. Showing how Cerium manages memory and cre-
ates reusable CudaGraphs for a transformer inference
memory, the Cerium runtime analyzes the call graph of func-
tions in the program and shares this memory pool between
non-overlapping function calls.

4.8.2 CudaGraphs Generation. Kernel launch overhead
is significant in FHE workloads as even small programs span
thousands of kernels. Cerium addresses this using Cuda-
Graphs, an asynchronous programming model which exe-
cutes a DAG of kernels with a single launch. However, there
are several challenges associated with creating CudaGraphs.
First, the asynchronous programming model makes manu-
ally creating a CudaGraph for thousands of kernels difficult.
Second, CudaGraph creation is a significant fraction of the
overall execution time and thus must be created offline by the
runtime and be reusable across inference queries. Cerium ad-
dresses these challenges to reduce kernel launch overheads.
It automatically constructs CudaGraphs by leveraging pro-
gram and memory schedules to infer kernel dependencies
(both true and false) and insert edges that enforce happens-
before relations, preserving semantics. While such a task is
hard to do manually, the compiler and runtime-based ap-
proach of Cerium handles it relatively easily. When it comes
to the challenges of reusing the graph across program in-
stances and managing graph sizes for large problems, the
design of the Cerium’s memory layout from Section 4.6 plays
an important role. To reuse graphs across programs that use
different evalkeys, only the pointer to the evalkey memory
pool needs to be updated, thereby avoiding the need to recre-
ate the graph for the new program instance. Similarly, when
it comes to dealing with the large graph sizes of BERT-Base
and Llama3-8B, the Cerium runtime creates a CudaGraph
of each Cerium function and reuses these function-level
graphs at every function call. Here, too, Cerium’s memory
pool design enables CudaGraph reuse by just requiring an
update to the plaintext weight pointers.

4.8.3 Memory Pinning and Prefetching. To support
large LLM workloads like encrypted Llama3-8B inference
that don’t fit in GPU memory, Cerium makes use of uni-
fied virtual memory (UVM). However, UVM is slow with-
out guidance, and naively using UVM is detrimental to per-
formance. To address this challenge, the Cerium runtime
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uses information from the heterogeneous nature of data
lifetimes (Section 4.6) to manage host-to-device memory
transfers. Cerium pins frequently-accessed values—such as
evalkeys and bootstrap matrices—in GPU memory and shut-
tles the large weight matrices between the host and GPU
memory. The runtime uses information from the compiler
and prefetches the weights for each layer before it is run. Fig-
ure 9 shows an example of this using a transformer inference.
The evalkeys, intermediate values, and bootstrap matrices
are all pinned in GPU memory. Before running each layer
of the transformer, the runtime updates the pointer to the
memory pool and prefetches it from host to GPU.

4.9 Framework Extension
Cerium supports the compilation and GPU execution of
CKKS circuits and can implement any application expressible
in CKKS. Its compilation pipeline is designed to be exten-
sible and can incorporate complementary techniques that
simplify FHE programming, including automatic ciphertext
management, such as rescaling and bootstrapping place-
ment [14], and frontends that translate PyTorch or tensor
programs into homomorphic circuits [10, 18]. Furthermore,
as Cerium’s limb IR targets RNS-based modular polynomial
arithmetic, it could be extended to support other RNS-RLWE
FHE schemes, including BGV [9] and BFV [8, 20].

5 Implementation
We implement the Cerium compiler in ≈25,000 lines of C++
and the runtime in ≈11,000 lines of C++/CUDA. Applications
are written in Python using the Cerium DSL. Inter-GPU
communication uses NCCL [40].
Compiler.The primary compilation unit is CeriumFunction,
which is intended to contain coarse-grained functionality
like Matrix Multiplication, Non linear functions, Bootstrap,
etc and enable modular development of the program. For
each CeriumFunction, the compiler outputs a shared library
of fused kernels, a per-device schedule file detailing ker-
nel arguments and metadata (prime moduli, base conver-
sion, rescale factors, etc.), information on the memory pools
(evalkeys, plaintexts, intermediate values), and a call graph
of functions. Limb values are formatted as [poolID:offset].
Runtime. During initialization, the runtime loads the main
CeriumFunction and its callgraph. Then, it loads the infor-
mation on the memory pool of each called function, allocates
memory for them on the GPU, and populates them with val-
ues (plaintexts/evalkeys) from files. For the intermediate
value pool, it uses the call graph of functions to calculate the
maximum size of the pool, and every function is assigned an
offset in this pool. This is analogous to a stack frame pointer
and enables reusing the intermediate value pool across non-
overlapping functions. The runtime then loads the schedule
and shared library file for the CeriumFunctions in a leaf-
to-root order and starts constructing the CudaGraph. The

nodes in the CudaGraph correspond to a kernel. The run-
time calculates limb value addresses and other metadata and
tracks reads and writes by kernels to limb addresses to deter-
mine true and false dependencies between kernels and insert
edges in the CudaGraph to enforce program semantics. For
CeriumFunctionCalls, the runtime nests the graph of the
CudaGraph of the callee function in the caller CudaGraph.
Execution. After constructing the CudaGraph, the runtime
loads the ciphertext inputs to the program, copies them to the
GPU, and launches the graph. After execution, the ciphertext
outputs are copied back from the GPU to the host. This step
can be repeated to execute several instances.

6 Evaluation
We evaluate the following aspects of Cerium:
• Its performance on benchmarks of various sizes
• Comparisons with prior GPU FHE libraries and FHEASICs
• How long Cerium takes to compile the benchmarks
• A breakdown of Cerium’s optimization techniques
• How Cerium’s memory management techniques enable
and optimize encrypted LLM inference

6.1 Methodology
Benchmarks. We target 128-bit security using ring dimen-
sion𝑁 = 64𝐾 , 𝑃𝑄 < 1782 bits, a ternary main with hamming
weight 𝐻 = 32𝐾 and ephemeral secret with 𝐻 = 32. We use
64 28b primes as the RNS basis with 𝑄 < 1446 bits to imple-
ment four benchmarks of increasing sizes.
Bootstrapping [1, 12] refreshes a complex vector ciphertext
with a message ratio 25 to 𝑙 = 18, consuming 33 levels. It uses
a CTS and STC decomposition of 4 and 3, respectively, a 31
degree Chebyshev polynomial and a double angle number
of 3 [27] to refresh approximately 20 bits of precision.
ResNet-20 implements a single encrypted classification over
a 32 × 32 × 3 CIFAR-10 image. We follow [36] to imple-
ment convolutions and approximate ReLU. We achieve an
encrypted accuracy of 91.4%, equal to the plaintext accuracy.
BERT implements an encrypted BERT-Base [17] inference
on a 128 token input. We use [50] to approximate nonlin-
earities. BERT-Base contains a total of 997 bootstraps. For
high accuracy, we implement softmax with max subtraction.
We achieve an encrypted inference accuracy of 69.3%, on the
GLUE RTE dataset [6, 48], matching the plaintext accuracy.
Llama3-8B implements the prefill stage of an encrypted
inference over a 128 token prompt. We report the time to first
token (TTFT). Llama3-8B contains a total of 5,890 bootstraps.
We do not use any modifications that require retraining the
model. We validate the encrypted inference using zero-shot
MCQs as the limited token budget prevents us from running
standard LLM benchmarks.

Configurations.We evaluate Cerium across modern data-
center systems equipped with SXMGPUs: DGXA100 (80GB),
DGX H100, and DGX B200, with 1.1, 2.0, and 2.0 TB of host
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Benchmark GPU Cerium Execution Time Related Unencrypted
1× 2× 4× 8× Work CPU 1× GPU

Bootstrap
B200 14.5 ms 9.9 ms 8.2 ms 7.5 ms C: 21 ms

- -H100 19.5 ms 13.7 ms 10.6 ms 9.7 ms C: 23 ms
A100 34.2 ms 22.5 ms 17.9 ms 16.5 ms C: 40 ms

ResNet-20
B200 456 ms 340 ms 310 ms 298 ms -

5 ms
2 ms

H100 620 ms 464 ms 408 ms 386 ms - 3 ms
A100 1050 ms 774 ms 676 ms 638 ms C: 1320 ms 4 ms

BERT-Base
B200 28.3 s 19.6 s 10.8 s 8.8 s -

0.5 s
0.005 s

H100 36.1 s 23.91 s 13.3 s 10.6 s - 0.007 s
A100 66.1 s 44.3 s 24.6 s 19.6 s T: 602 s 0.009 s

Llama3-8B
B200 241 s 147 s 71 s 43 s -

1.5 s
0.02 s

H100 370 s 206 s 92 s 62 s - 0.03 s
A100 555 s 351 s 155 s 111 s N: 13,271 s 0.04 s

C=Cheddar1 [15](1×), T=THOR [38](1×A100), N=Nexus [50](4×A100)

Table 1. Benchmark Execution Times

memory, respectively. We parallelize workloads across 1, 2,
4 and 8 GPUs. The encoded model weights and evalkeys are
computed offline and reside on the server.

6.2 Comparisons with Prior GPU FHEWork
Table 1 reports benchmark execution time across datacen-
ter GPUs. Cerium achieves an average 1.21× speedup over
Cheddar on a single A100 GPU, demonstrating that its auto-
mated kernel fusion, scheduling, and memory orchestration
can surpass expert hand-tuned implementations. With multi-
GPU parallelization, Cerium further improves performance
to 2.25× over Cheddar. For BERT-Base, Cerium delivers a
9.12× speedup, reducing inference latency from THOR’s
602.2 s to 66 s on 1×A100. Beyond optimized kernel gen-
eration, these improvements come from Cerium’s memory
management techniques (Sections 4.5, 4.6 and 4.8), which al-
low the model to fit within GPUmemory and run end-to-end.
Multi-GPU scaling provides an additional 3.36× speedup, re-
ducing BERT-Base inference to 19.6 s. For Llama3-8B, prior
work does not report end-to-end encrypted inference. The
closest comparison, Nexus [50], estimates performance by
aggregating layer runtimes, without accounting for memory
overheads, for an 8 token inference. When normalized to 128
tokens, Cerium is 85.6× faster.

6.3 Comparison with FHE ASICs
Figure 10 compares Cerium with the FHE ASIC designs Cin-
namon [28], ARK [32], and CraterLake [44], with execution
times normalized to Cinnamon-8. The ASIC baselines are
1For Cheddar, we ran the bootstrapping benchmark as it is open sourced.
Cheddar’s ResNet-20 implementation has not been released at the time of
writing and the ResNet-20 results are taken from the paper.
2CraterLake and ARK results are omitted for BERT-Base because the pub-
lished papers do not evaluate this benchmark and their implementations
are not publicly available.
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Figure 10. Comparing Cerium to FHE ASICs 2

derived from simulation studies rather than silicon measure-
ments; therefore, the comparison reflects projected ASIC
performance.

Using 8× B200 GPUs, Cerium achieves average speedups
of 1.06×, 2.33×, 3.03×, and 4.40× over CraterLake, ARK,
Cinnamon-4, and Cinnamon-8, respectively. These results
show that a highly optimized software stack can make com-
mercial GPU hardware competitive with specialized FHE
accelerators. To the best of our knowledge, Cerium is the
first system to demonstrate sub-10ms bootstrapping on com-
mercial hardware, achieving 7.5 ms, as well as encrypted
BERT-Base inference in under 10 s, achieving 8.8 s.

6.4 Compile Time and CudaGraph Creation Time

Table 2 reports the compilation time of the Cerium frame-
work and the corresponding CudaGraph creation time across
our benchmarks. Cerium compiles small programs such as
Bootstrap and ResNet-20 within seconds (5.5 s and 13.9 s,
respectively), and scales efficiently to large encrypted work-
loads, compiling BERT-Base and Llama3-8B in 2 min 47 s and
11 min 29 s, respectively. The runtime’s CudaGraph creation
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Benchmark Cerium Compile
Time

CudaGraph
Creation Time

Bootstrap 5.5 s 350 ms
ResNet-20 13.9 s 1.75 s
BERT-Base 2 min 47 s 4.75 s
Llama3-8B 11 min 29 s 24.45 s

Table 2. Compilation and CudaGraph Creation Times

incurs minimal overhead, completing in under 30 s even for
Llama3-8B. In contrast, manually implementing and optimiz-
ing these kernels and graphs would require several hours or
days of expert GPU and FHE programming effort. As Cud-
aGraph creation is a significant portion of overall runtime,
it must be amortizable across several inferences. Cerium’s
memory pool architecture enables the same CudaGraph to be
reused for several successive inferences at the cost of a few
pointer updates to the relevant pools (Section 4.8.2). These
results demonstrate that Cerium can rapidly generate opti-
mized, end-to-end GPU implementations from circuit-level
FHE descriptions, significantly accelerating development
cycles and enabling non-expert programmers to efficiently
deploy complex encrypted workloads.

6.5 Cerium Techniques Evaluation
In this section, we evaluate the techniques proposed in this
paper. All experiments are performed on the 1×B200 GPU
configuration, except for the multi-GPU evaluation.
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Figure 11. Cerium Techniques: (a) Kernel Optimization;
Memory Optimizations for (b) BERT-Base, (c) Llama3-8B

6.5.1 Horizontal andVertical Fusion. To assess Cerium’s
horizontal and vertical fusion passes, we evaluate six work-
loads: keyswitching (𝑙 = 48, 𝑑 = 4), bootstrapping, ResNet-
20, GELU, softmax and Ciphertext-Ciphertext Matmul (MM
QK.T). GELU, softmax and MM QK.T are taken from the
BERT-Base benchmark; for softmax, we report performance
excluding internal bootstrapping time. The baseline is an
unfused implementation where each polynomial operation is
lowered to a separate kernel. For bootstrapping and ResNet-
20, horizontal fusion provides speedups of 1.98× and 1.84×,
respectively. Vertical fusion adds another 1.68× and 1.43×,
resulting in overall improvements of 3.32× for bootstrapping

and 2.63× for ResNet-20. For GELU, the unfused implemen-
tation takes 84.98 ms. Horizontal fusion reduces the runtime
to 54.87 ms (1.54×), and vertical fusion reduces it further
to 36.13 ms (1.51× over horizontal). For softmax, the un-
fused version takes 235.4 ms. Horizontal fusion lowers this
to 115.11 ms (2.04×), and vertical fusion further reduces the
time to 74.09 ms (1.55× over horizontal). MM QK.T (cipher-
text multiplication between 128x128 matrices) shows a 4.8×
speedup (195 ms to 40.8 ms) from Horizontal fusion as it is
a very wide benchmark with a small depth. In all cases, the
speedup is significantly larger than the speedup of a single
keyswitch, demonstrating the importance of fusion across
large sections of the program and the versatility of Cerium’s
compiler-driven approach.
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Figure 12. CDF for Bootstrapping Kernels

6.5.2 Automatic Fusion. To evaluate the benefits of Cerium’s
automated kernel fusion, we compare its compiler-generated
kernels with Cheddar’s [15] manually fused kernels. Cerium
reduces the number of kernels required for bootstrapping
from 1490 in Cheddar to 472, a 3.1× reduction. Figure 12
presents the CDF of kernel execution times for both systems
on bootstrapping. In Cheddar, 56.1% of kernels execute in
under 10 µs and 97.5% complete within 25 µs, indicating
a large number of short-running kernels. This reflects the
limitations of manual fusion, where identifying opportuni-
ties across larger program regions is difficult. For instance,
Cheddar doesn’t support fusion across the two chebyshev
polynomials. In contrast, Cerium discovers fusion opportu-
nities across the entire program to generate larger kernels,
with 21.7% executing under 10 µs and 55.4% under 25 µs.
Consequently, Cerium achieves higher average SM active
cycles of 94.1%, compared to Cheddar’s 72.1%, resulting in a
22% speedup.

6.5.3 CudaGraphs. To mitigate kernel launch overheads,
the Cerium runtime uses CudaGraphs to specify the com-
putation as an asynchronous graph of kernels that can be
executed with a single low-overhead launch. CudaGraphs
yield consistent performance gains across all benchmarks:
a 7% speedup for bootstrapping, a 12% speedup for ResNet-
20, a 14% speedup for BERT-Base, and a 10% speedup for
Llama3-8B, resulting in an average improvement of 11%.

6.5.4 Plaintext Compressed Encoding. Packing plain-
text vectors with power-of-two periods enables the Cerium
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compiler to compress them without changing the computa-
tion. This optimization has two major benefits. First, it dra-
matically shrinks the memory footprint of encoded model
weights, making previously intractable models feasible to
run under FHE. For BERT-Base, this technique achieves a 96×
reduction, compressing 1.5 TB of encoded weights down to
16.6 GB — small enough to fit entirely in GPU memory. Sec-
ond, compression reduces pressure on memory bandwidth.
Collectively, compression improves performance by 3.25×
from 266.4 s to 81.68 s. The effect is even more pronounced
for larger models. For Llama3-8B, plaintext compression re-
duces the encoded weight footprint by 119× from 112 TB
to 982 GB. Without this reduction, the model would exceed
GPU and host memory capacity by two orders of magnitude,
making end-to-end FHE inference entirely infeasible. These
results highlight how Cerium’s compiler exploits structural
properties in plaintext encodings to unlock substantial prac-
tical scalability in FHE workloads.

6.5.5 Memory Schedule. To avoid the overhead of repeat-
edly allocating and freeing intermediate ciphertexts, Cerium
constructs a kernel and memory schedule that captures data
dependencies across kernels. The runtime uses this schedule
to reuse memory locations and eliminate online allocation.
We evaluate this approach against a baseline that allocates
and frees memory for every intermediate value. Online mem-
ory management slows bootstrapping from 15.1 ms to 35.57
ms, a 2.3× slowdown. For ResNet-20, the slowdown is 2.36×
(509 ms to 1206 ms). For BERT, reusing memory locations
leads to a further speedup of 2.51× from 81.68 to 32.55 sec-
onds. These results demonstrate the importance of Cerium’s
compiler and runtime directed memory reuse, which elimi-
nates the high cost of online memory operations.
Llama3-8B has a working set size that far exceeds the

capacity of GPUs. Cerium addresses this challenge by us-
ing the memory layout, pinning, and prefetching techniques
described in Sections 4.6 and 4.8 to coordinate data move-
ment between host and GPU. When evaluated against a base-
line that uses UVM for all allocations without prefetching,
Cerium’s optimizations yield a 12.1× speedup for Llama3-8B,
reducing execution time from 3334 to 275 seconds and high-
lighting the importance of a memory management system.

6.5.6 Multi GPU Parallelization and Scheduling. We
evaluate multi-GPU parallelized bootstrapping using B200

GPUs. Our baselines are a single-GPU baseline and a basic
multi-GPU implementation using Cinnamon’s [28] parallel
keyswitching algorithm in a single stream. On average, the
baseline implementation performs 1.2× slower than a single
GPU’s 14.5 ms. However, when enabling Cerium’s multi-
GPU scheduling techniques to reorder and overlap compute
and communication operations, performance improves on
average to 1.45× the single GPU case. Furthermore, using
Cerium’s new communication minimization passes results
in a 44% reduction in bytes communicated over Cinnamon
and improves performance by an additional 1.18×.
Figure 13(b) shows the timeline of a Llama3-8B trans-

former block across four B200 GPUs. Cerium overlaps com-
putation with device-to-device communication and host-to-
device transfers, hiding 99% of host-to-device transfer latency
and 58% of device-to-device communication latency.
Our evaluation demonstrates that in order to accelerate

FHE over multiple GPUs and close the performance gap
with FHE ASICs, the algorithmic techniques from Cinnamon
alone are not enough and they require a co-designed com-
piler and runtime system to deliver meaningful speedups.

7 Other Related Work
CROSS [47] targets FHE primitive acceleration on TPUs, but
does not run end-to-end applications. Cerium in contrast,
runs end-to-end applications up to Llama3-8B. GME [45] in-
troduces 186.2 mm2 of additional logic to an AMD MI100 to
support FHE yet trails ASICs by more than 10×. In contrast,
Cerium approaches within 3× of FHE ASIC performance
without any hardware modifications, relying solely on soft-
ware optimizations. BOLT [42] combines HE and MPC for
transformer inference, but its online MPC communication
costs dominate: even on a LAN, 128-token BERT-Base infer-
ence requires 91 s. Cerium shows that the same workload can
now run fully in FHE on GPUs in 8.8 s, avoiding the network-
ing bottleneck of MPC. Concurrent efforts [38, 43, 50] ex-
plore FHE transformer inference, but progress has been con-
strained by the absence of a general, high-performance GPU
framework. By automatically generating optimized GPU im-
plementations, Cerium aims to unlock faster research and
deployment of FHE-based applications.
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Gouert et al. [25] target Boolean-gate FHE, showing multi-
GPU scaling for small non-ML benchmarks. MAGE [35] ex-
ploits the static nature of memory access patterns of en-
crypted computation to optimize disk-memory transfers.
Finally, we remark that as FHE ASICs [28, 32, 44] are stati-
cally scheduled, they cannot support workloads like Llama3-
8B that exceed accelerator memory and require host-to-
accelerator memory orchestration, highlighting a major scal-
ability limitation.

8 Potential Use Cases for FHE
FHE is particularly compelling when the value of confiden-
tiality exceeds the performance overheads. This holds, for
instance, when organizations hold valuable data that cannot
be outsourced in plaintext due to confidentiality, intellec-
tual property, or regulatory concerns. Cerium demonstrates
FHE-based encrypted inference for transformermodels at the
scale of BERT-Base and Llama3-8B, with processing times on
the order of tens of seconds. While this latency is unsuitable
for most interactive services, it is practical for offline analysis,
asynchronous review, and batch processing, where protect-
ing sensitive data can matter more than quick response times.
We illustrate a few such use cases.

Consider a hospital running encrypted inference on a
genomic-risk or disease-prediction model. The result may
inform a clinical decision or prioritize further review, both
of which can tolerate several seconds of latency. However,
inputs such as genetic data, medical images, and patient
records may be too sensitive to disclose to an external model
provider [22, 23, 34]. Similarly, a law firm could use en-
crypted inference during legal discovery to identify relevant
documents within a client’s internal corpus without need-
ing to view the entire corpus [4]. Here, tens of seconds of
processing time is acceptable relative to a discovery process
that typically spans weeks.

Similar situations arise in financial analysis and software
security. A financial institution could run an anti-money-
laundering or credit-risk model over encrypted customer
transaction data, where a delay of dozens of seconds is mi-
nor compared with the consequences of exposing sensitive
financial records [39, 41]. Likewise, an organization could
submit encrypted proprietary source code to an AI-assisted
vulnerability-detection service, enabling the service to iden-
tify potential vulnerabilities in the code without revealing it
to the service provider [33]. As vulnerability analysis can be
performed offline, several seconds of latency is acceptable.

9 Future Work
Cerium demonstrates encrypted transformer inference at
the scale of BERT-Base and Llama3-8B, but several chal-
lenges remain to enable broader deployment. One important
direction is efficient encrypted KV-cache management for
autoregressive decoding, including the design of suitable

packing strategies and the management of the capacity and
data-movement costs associated with subsequent-token gen-
eration. Another is studying the tradeoff between model
accuracy and the computational cost of polynomial approx-
imations for nonlinear operations, including robustness to
adversarial and out-of-distribution inputs. Cerium provides
a framework for evaluating the performance of alternative
packing strategies and polynomial approximations alongside
their effects on model accuracy.

Future work could also improve energy efficiency through
hardware- and compiler-level techniques that reduce the cost
of encrypted arithmetic, communication, and memory move-
ment. Finally, continuous batching of encrypted requests
could improve GPU utilization and system throughput, al-
though it requires careful management of the substantial
memory footprint of concurrent FHE computations. These di-
rections could build on Cerium’s limb-level IR, kernel-fusion
passes, and memory-pool design.

10 Conclusion
FHE usage has been constrained by the assumption that
commodity hardware is insufficient and custom silicon is
required. By building a highly optimized software stack for
GPUs, Cerium is able tomatch the performance of FHEASICs
– showing that the performance gap between commodity
GPUs and custom silicon can be bridged entirely in software
and without building custom hardware. The Cerium frame-
work automates the creation of optimized multi-GPU FHE
programs using compiler techniques for kernel generation,
optimization, and scheduling. Cerium introduces techniques
that exploit algebraic structure to reduce the memory capac-
ity requirements of encrypted inference by more than 100×,
minimize the memory overhead of FHE programs, and en-
able running terabyte-scale encrypted inference workloads
for the first time.
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Note: This appendix contains supplementary material that
reviewers were not required to read during the review process.

A Plaintext Compressed Encoding
A.1 Proof of Periodic Compression
Let 𝑉 ∈ C𝑀 be 𝑇 -periodic, where 𝑇 < 𝑀 are powers of 2.
Let 𝑦 (𝑋 ) ∈ C[𝑋 ]/(𝑋𝑁 + 1) denote its CKKS encoding, for
𝑁 = 2𝑀 . We want to show that the periodicity of 𝑉 induces:
1) coefficient sparsity in 𝑦, with support restricted to indices
spaced by 𝑁

2𝑇 , and 2) periodic structure in the NTT domain,
with evaluation values repeating every 𝑁

2𝑇 slots.

Lemma 2. Let 𝑋 be a permutation of 𝑉 with index map of
𝑘 (𝑖) := (5𝑖 mod 4𝑀 )−1

4 , 0 ≤ 𝑖 < 𝑀 . If 𝑉 is periodic with period
𝑇 , then 𝑋 is also periodic with period 𝑇 .

Proof. First, 𝑘 (𝑖) is a valid permutation as 5𝑖 (mod 4𝑀) gen-
erates 𝑀 unique odd integers of the form 4𝑘 + 1 for 𝑘 ∈
[0, 𝑀 − 1). Given index 𝑖𝑙 ∈ [0, 𝑀), let 𝑘𝑙 = 𝑘 (𝑖𝑙 ). WLOG, let
𝑖2 = 𝑖1 +𝜆𝑇 , for 𝜆 ∈ Z. Then, 𝑘2−𝑘1 = (5𝑖2 −5𝑖1 )/4 = 5𝑖1 ((1+
4)𝜆𝑇 −1)/4. Applying the Binomial Theorem, we get 𝑘2−𝑘1 =
5𝑖1

((∑𝜆𝑇
𝑗=0

(
𝜆𝑇
𝑗

)
4𝑗

)
− 1

)
/4 = 5𝑖1 · 4𝑇

(
𝜆 + 𝜆 (𝜆𝑇−1)

2 · 4 + ...
)
/4.

Let the integer term in the blue parentheses be 𝑚. Then
𝑘2 − 𝑘1 = 5𝑖1 · 𝑇𝑚 ≡ 0 (mod 𝑇 ). Since the permutation is
bijective, different equivalence classes in 𝑋 cannot fall into
the same equivalence class in 𝑉 . □

Let𝑌 be the conjugate part extension vector of𝑋 , formally
defined as: 𝑌 [2𝑘] = 𝑋 [𝑘] and 𝑌 [2(𝑀 − 𝑘) − 1] = 𝑋 [𝑘].
By definition, 𝑌 is of size 𝑁 = 2𝑀 with a period 2𝑇 .

Lemma 3 (Sparsity of IFFT on 𝑌 ). Let 𝑁 and 2𝑇 be powers of
two such that 2𝑇 | 𝑁 . Let 𝜔 be a primitive 2𝑁 -th root of unity.
Let𝑦 be the IFFT of𝑌 , where𝑦 [ 𝑗] = 1

𝑁

∑𝑁−1
𝑗=0 𝑌 [ 𝑗] 𝜔− 𝑗 (2𝑗+1) . If

𝑌 is periodic with period 2𝑇 , then 𝑦 is a 2𝑇 -sparse polynomial.

Proof. We can rewrite the IFFT summation by breaking it into
two nested summations: 𝑦 [ 𝑗] = 1

𝑁

∑2𝑇−1
𝑡=0

∑(𝑁 /2𝑇 )−1
𝑠=0 𝑌 [𝑡 +

𝑠 (2𝑇 )]𝜔− 𝑗 (2(𝑡+𝑠 (2𝑇 ) )+1) . Since 𝑌 is periodic with period 2𝑇 ,
𝑌 [𝑡] = 𝑌 [𝑡 + 𝑠 (2𝑇 )]. Thus:

𝑦 [ 𝑗] = 1
𝑁

2𝑇−1∑︁
𝑡=0

𝑌 [𝑡]𝜔− 𝑗 (2𝑡+1)

( (𝑁 /2𝑇 )−1∑︁
𝑠=0

(𝜔−4𝑇 𝑗 )𝑠
)

Using the orthogonality properties of the roots of unity, we
can conclude that the inner summation (in blue) is non-zero
only when 𝑗 ≡ 0(mod 𝑁 /2𝑇 ); and thus 𝑦 is a 2𝑇 -sparse
polynomial. □

Moreover, for a sparse vector 𝑦, scaling, rounding, and
integer modulus preserve sparsity.

Lemma 4 (Periodicity of NTT on𝑦). Let 𝑁 and 2𝑇 be powers
of two such that 2𝑇 | 𝑁 . For polynomial 𝑦 of degree 𝑁 , let
𝑉𝑛𝑡𝑡 , also of size 𝑁 , be the set of polynomial evaluations at
the roots of unity 𝜔 . If 𝑦 is structured 2𝑇 -sparse, i.e., 𝑦 [ 𝑗] =
0 unless 𝑗 ≡ 0 mod 𝑁

2𝑇 , then 𝑉𝑛𝑡𝑡 is periodic with period 2𝑇 .

Proof. Use the property that 𝜔 (2𝑗+1)𝑁 /2𝑇 is 2𝑇 -periodic. □

Lemma 5 (Contiguity of Bit Reversal on Periodic Vectors).
Let 𝑁 and 2𝑇 be powers of 2, and 𝑉𝑛𝑡𝑡 be a periodic vector
of size 𝑁 and 2𝑇 . Then a bit reversal transformation on 𝑉𝑛𝑡𝑡
results in a contiguous vector.

Proof. By periodicity, 𝑖1 ≡ 𝑖2 (mod 2𝑇 ) =⇒ 𝑉𝑛𝑡𝑡 [𝑖1] =

𝑉𝑛𝑡𝑡 [𝑖2]. Also, since𝑁 and 2𝑇 are powers of 2, lower 𝑙𝑜𝑔2 (2𝑇 )
bits of 𝑖1 and 𝑖2 are equal. Thus after bit reversal, the upper
𝑙𝑜𝑔2 (2𝑇 ) bits of 𝑖1 and 𝑖2 will be the same, forming a contigu-
ous vector. □

Therefore, given a periodic plaintext vector 𝑉 , Lemma 2
shows the preservation of periodicity after permutation.
Then applying Lemmas 3, 4 show the preservation of pe-
riodicity (albeit doubled) throughout the CKKS encoding.
Finally, Lemma 5 shows that bit reversal on the periodic
NTT representation creates a contiguous vector, which sets
up the vector for compression.

A.2 Homomorphic Operations over Compressed
Plaintext Encodings

Note that the NTT representation is used for efficient cipher-
text multiplication. Figure 14 shows how Cerium implements
ciphertext-plaintext multiplication when the plaintext limb
vector is compressed. Homorphic addition can be imple-
mented similarly.

1 # Inputs: Ciphertext 𝐶 = (𝐶0,𝐶1 ) in RNS -NTT form
2 # Plaintext 𝑃𝑐𝑜𝑚 with period 𝑇 in Compressed Form
3 def Ct_CompPt_Mul(𝐶,𝑃𝑐𝑜𝑚 ,𝑇 ):
4 for j,i in (𝐶.num_limbs × N):
5 𝐷0[j][i] = 𝐶0[j][i] * 𝑃𝑐𝑜𝑚[j][i >> log2(M/T)]
6 𝐷1[j][i] = 𝐶1[j][i] * 𝑃𝑐𝑜𝑚[j][i >> log2(M/T)]
7 return (𝐷0, 𝐷1 )

Figure 14. Ciphertext - Compressed Plaintext Multiplication

The algorithm in Figure 14 can be extended to matrix
multiplication when plaintext matrices are carefully packed
into vectors with powers of two periods. Figure 15 describes
ciphertext-compressed plaintext multiplication with the help
of an example where two tensors 𝐴 and 𝐵 of size (2, 𝑛 =

8, 𝑛 = 8) are multiplied using 𝑀 = 2𝑛2 = 128 slots. The
operation performs batched multiplication of the two 𝑛 × 𝑛
tiles. Here,𝐴 is the ciphertext and 𝐵 is the plaintext. We pack
both tiles of 𝐴 interleaved row-wise as shown in 𝐴𝑝 . 𝐵 is
packed in a periodic diagonal form. Plaintext 𝐵𝑖 contains
periodic packing of the 𝑖𝑡ℎ lower diagonal of both tiles of
𝐵 with no wrap around. Negative values of 𝑖 correspond to
upper diagonals. We zero pad lower diagonals at the end and
upper diagonals at the start. The matmul can be written as∑𝑛

𝑖=−𝑛 (𝐴𝑝 << 𝑖) · 𝐵𝑖 and the result is row-packed, similar
to A. The rotations required can be optimized using BSGS
to 2

√
2𝑛 = 8 rotations. This method requires 2𝑛 − 1 = 15
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A: Ciphertext B: Plaintext
00 01 0302 04 05 06 07
10 11 12 13 14 15 16 17
20 21 22 23 24 25 26 27
30 31 32 33 34 35 36 37
40 41 42 43 44 45 46 47
50 51 52 53 54 55 56 57
60 61 62 63 64 65 66 67
70 71 72 73 74 75 76 77

@(a)

A: Row Layout, B: Repeated Diagonal Layout

period = 16

(b)

00 01 0302 04 05 06 07
10 11 12 13 14 15 16 17
20 21 22 23 24 25 26 27
30 31 32 33 34 35 36 37
40 41 42 43 44 45 46 47
50 51 52 53 54 55 56 57
60 61 62 63 64 65 66 67
70 71 72 73 74 75 76 77

00 01 0302 04 05 06 07
10 11 12 13 14 15 16 17
20 21 22 23 24 25 26 27
30 31 32 33 34 35 36 37
40 41 42 43 44 45 46 47
50 51 52 53 54 55 56 57
60 61 62 63 64 65 66 67
70 71 72 73 74 75 76 77

00 01 0302 04 05 06 07
10 11 12 13 14 15 16 17
20 21 22 23 24 25 26 27
30 31 32 33 34 35 36 37
40 41 42 43 44 45 46 47
50 51 52 53 54 55 56 57
60 61 62 63 64 65 66 67
70 71 72 73 74 75 76 77

00 01 0302 04 05 06 07 00 01 02 03 04 05 06 07 70 71 7372 74 75 76 77 70 71 72 73 74 75 76 77
00 11 3322 44 55 66 77 00 11 22 33 44 55 66 77

01 02 0403 05 06 07 00 01 02 03 04 05 06 07 10 71 72 7473 75 76 77 70 71 72 73 74 75 76 77 00
10 21 4332 54 65 76 10 21 32 43 54 65 76

00 11 3322 44 55 66 77 00 11 22 33 44 55 66 77

10 21 4332 54 65 76 10 21 32 43 54 65 76

76 77 0100 02 03 04 05 06 07 00 01 02 03 04 05 66 67 7170 72 73 74 75 76 77 70 71 72 73 74 75
1302 24 35 46 57 02 13 24 35 46 57 1302 24 35 46 57 02 13 24 35 46 57
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+
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…

period = 16
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@
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Figure 15. Matrix Multiplication with Periodic Plaintexts

plaintext vectors, each of which is periodic with𝑇 = 2𝑛 = 16.
Thus, they can be compressed by a factor 𝑀/𝑇 = 𝑛 = 8,
resulting in an effective plaintext count of 2 − 1/𝑛. Larger
matrices can be padded and broken up into similar tiles to
implement matrix multiplication.

A.3 Generality of Power of 2 Periodic Packings
As most tensor operations in FHE and AI are performed over
tensors sizes that are multiples of powers of 2, Cerium’s
plaintext compression is generalizable to most workloads.
In case tensors are not powers of 2, they can be padded to a
multiple of a power of 2 to implement the compression.
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